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Driving the adoption of
Perpetual KYC
Regulation and operational efficiency requirements are driving a move
away from traditional Periodic Review (PR) within client lifecycle
management, towards real-time, ongoing customer due diligence also known as Continual or Perpetual KYC. However, a recent industry
forum highlighted that 70% of respondents were not clear on what
this approach involves or how they could implement it. This
whitepaper examines the drivers for Perpetual KYC adoption and the
practical steps banks should be taking to overcome the challenges in
implementation.

Limitations of Periodic Review
One major challenge with KYC information is the cost and complexity of ongoing maintenance and refresh of
client data, with updates often managed through Periodic Review (PR). In most financial institutions today, PR is
conducted according to a fixed time schedule based on the risk ranking of a particular entity. For example, high
risk client are reviewed every year, while medium and low risk clients are often reviewed once every 3 and 5 years
respectively.
The impact of this is significant. Research by Oliver Wyman indicates that the ‘touch time’ for a PR case is only 3
hours less than the time required for initial onboarding. This means that the operational burden involved for a
high-risk client is almost equivalent to completing a brand new onboard every year.
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AN EXAMPLE

Understanding the impact
Here’s an example to bring this impact to life:
A bank with 100,000 clients with a risk distribution of 5% high, 20% medium, 75% low risk and a ‘new to bank’
onboarding rate of 5,000 new client onboards a year, will generate 29,000 case reviews in the first year of the
cycle alone - and this will only grow in subsequent years as new clients are onboarded.
Along with the burden of huge case review volumes, this timebound PR process presents a number of additional
challenges:
High cost – due to the increasing number of reviews, touch time and manual processes involved
Poor customer experience – clients are being contacted multiple times for information they’ve already
provided or which is publicly available and which should already be on file
Complexity – driven by the scheduling and workload balancing of PR activity
Inaccuracy – clients may only be reviewed once every few years, therefore data can quickly become out of
date. This introduces the bank to unquantified levels of risk, which may result in regulatory censure and
reputational damage.
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OPPORTUNITY

The benefits Perpetual KYC delivers
Under a Perpetual KYC regime, reviews will be driven by a change in customer circumstances or specific data
attributes on a real-time basis, not by an annual review date. This is illustrated in the diagram below:

Figure 1: High-level Perpetual KYC flow
Some of the benefits of this approach include:
Reduced case load

Only material data changes and triggers would drive customer refresh, significantly
reducing the overall analyst workload

Improved customer
experience

client data would only be requested when customer circumstances change,
reducing the volume of data request

Reduced costs

lowering the workload burden will have a direct impact on the cost of operations in
this space

Improved compliance

identifying changes in client circumstances using transactional behaviour may
indicate a changing risk profile and highlight the need for a conversation with the
client

New revenues

changing client circumstances may indicate an expansion of business, change of
suppliers, or entry into a new market, all of which might represent an opportunity
engage the client and cross-sell services

Single source of
changing data

all data should be included in a single record, enabling the opportunity to feed
this direct to all relevant systems including the customer relationship
management (CRM), customer lifecycle management (CLM), know your client
(KYC), anti-money laundering (AML) and case management (CMS) systems
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APPROACH

Accelerating the journey to Perpetual KYC
The combined effect of these benefits is considerable, which leads us to a critical question - if Perpetual KYC is
so attractive why have more financial institutions not immediately adopted this approach? The answer to this may
lie in the fact that the transition to Perpetual KYC is best viewed as a transformational journey requiring multiple
areas of change, rather than a one-time investment.
The transition to Perpetual KYC requires the development of several core foundations, with the complexity of
delivering each stage potentially varying considerably between institutions.

STAGE 1

Building the KYC baseline
The concept of Perpetual KYC is founded upon the ability to measure data change, therefore a baseline version
of client data is a key input to start the process. Creating this baseline requires a number of related steps:

Data harmonisation

client data must be collected from all records held within an organisation
across data silos which may involve product, jurisdiction, geography and
business line. Once gathered, any overlapping, contradictory data must be
resolved to provide a single source of the truth

Data remediation

the data to be placed into the baseline must be accurate at the point of file
creation, therefore the baseline data will require analysis, review and sign-off

Creation of a single
client view

once the data is cleansed, this should be placed in a single client record which
can be accessed by all relevant downstream systems, supporting the ability to
start and keep all client records digital throughout the lifecycle
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STAGE 2

Developing monitoring capabilities
Once the baseline is live in systems, external and internal data sources must be monitored for changes to
individual client data attributes and changing information on the client’s behaviour. This will require:

Monitoring capability

the integration of data sources which continually scan for change in client data
attributes and behaviour across both internal and external data sources. This
may involve company registries, new sources, screening lists and transactional
monitoring systems

Refined policies

transitioning to a Perpetual KYC approach will require policies which clearly
articulate which data changes or threshold levels constitute a material change
triggering cross-checks, manual touch and potentially full client refresh. Nonmaterial changes may be addressed by straight through processing (STP) to the
client record

Data automation

monitoring may identify a considerable number of non-material changes across
the client population. Data automation solutions such as optical character
recognition (OCR), robotic process automation (RPA) and artificial intelligence
(AI) and machine learning (ML) solutions may be needed to prevent manual
intervention

Rules engines

policy will need to be digitised and encoded to drive rule engines which
implement regulation and policy within appropriate systems. A digital approach
to policy also enables the management and impact of policy change over time

STAGE 3

Observe and react to reality
The true power of Perpetual KYC becomes evident once monitoring systems are combined with transactional
data. The ability to compare the baseline expectations of a client to transaction monitoring data and therefore
observe how the client behaves in reality, provides the intelligence to determine when a client is operating outside
expected parameters.
Unexpected behaviour almost certainly indicates that there is a reason to review the client, either to determine if
their behaviour presents a potential risk scoring change, a need for some form of intervention, or more positively,
it may indicate a need for additional support and services, representing a revenue opportunity.
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OBSTACLES

Overcoming common challenges
While most financial institutions would agree that Perpetual KYC is a desirable ambition, it is equally clear that
there are some very practical obstacles to delivering a fully functional framework. Here are our recommendations
to help tackle some of the most pressing challenges:

Data harmonisation
Challenge
For many organisations, this is perhaps the most
significant obstacle to achieving Perpetual KYC. Client
data is often siloed and replicated in many separate,
disintegrated databases.
Harmonising the data, requires breaking the
silos and redesigning internal data architecture.

Options
Initiate a data architecture and harmonisation
project to understand the current data structure,
locate data silo’s, design the approach to the
creation of a single profile and implement this in a
controlled proof of concept
Investigate cloud based data analytics providers
who can extract institutional data and restructure
this outside the confines of legacy architecture.

Data remediation
Challenge
To finalise baseline profiles, it is very likely that they
will require manual touch to correct and amend data
before being placed into the framework

Options
Align the Perpetual KYC effort with the classic
PR approach and ensure that as annual reviews
are completed the case files are placed into the
continuous KYC framework
Articulate and communicate the vision to ensure
buy-in to the transition and track return on
investment over time
Seek support from specialist data analytics
providers who can accelerate data remediation
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Monitoring capability
Challenge
There are many options available when it comes to
external data provision, each provider has
specific USPs, but the options can be overwhelming

Options
Initiate a vendor selection exercise to review and
confirm which data vendors can provide you with
the appropriate coverage for your client base
Work with data aggregators to fine tune the data
that you receive and with your tech team to ensure
this data can be retrieved through APIs
Ensure processes are in place to obtain and manage
private data

Refined policies
Challenge
Policies are designed for the manual PR approach and
do not support the automated Perpetual KYC
process

Options
Engage compliance teams to refine and amend
policy, creating guidance which can be encoded
within rules to ensure that material change is
identified and addressed appropriately
Clarify with all key stakeholders how policy will be
managed and refined in a more automated
environment
Address the more challenging corporate structures
to ensure there is clarity on the approach to take to
subsidiary and associated companies, when parent
entity details change

Data automation
Challenge
Process automation and automated data capture are
a pre-requisite for successful Perpetual KYC.

Options
Understand which data attributes and specific
processes require automation, capture and refine
your operational requirements
Initiate vendor selection to choose appropriate
technologies to address your requirements (RPA /
OCR / ML / AI etc.)
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Rules engine
Challenge
While essential to the application of digitised policy
and procedure, rules engines can be very
complex to develop and hard to test

Options
Engage specialists and ensure appropriate controls
are in place to prevent silent fails. It is critical that
your teams understand how the rules operate and
that their outputs are auditable.
Utilise low-code / no-code solutions which allow for
easy configuration of rules. Rules that are hardcoded will lead to a lack of agility and ability to
improve your deployment of rules over time.

Systems integration
Challenge
Existing systems may require integration to enable
the flow of data from KYC records to all systems
and reciprocal capture of alerts such as SARs filings
and transaction reports on the KYC file

Options

Engage technology and change teams to
design, plan and initiate systems integrations
under carefully controlled conditions

Control environment
Challenge
The transition from manual to automated procedures
should not be underestimated, key stakeholders will
have to be convinced that the new systems operate
effectively

Options
Design a future state target operating model to
demonstrate how teams and processes will work in
the future
Perform the transition in phases
Measure and report effectiveness of automated
systems over time, to help senior management,
compliance and ultimately the regulators build
confidence in the performance of the system
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SUMMARY

Investing for the long term
Corporate onboarding teams are currently operating in a very cost-conscious environment and Perpetual or
continuous KYC approaches represent a huge opportunity to reduce cost and increase efficiency. However, the
development of a framework to drive continuous compliance must be seen as a series of investments and more
importantly as a transformational journey.
Most institutions will not achieve Perpetual KYC overnight, however developing a vision, engaging in the process
and starting the journey to a lower cost, more compliant and proactive future state will pay dividends in the
medium and long-term. The important thing to remember is that Perpetual KYC, at it's core, comes down to the
ability to measure data change - ensuring you have the baseline and the tools to measure this change will enable
you to build the foundations for success.
At Beyond we have helped a number of financial institutions on their journeys to achieving perpetual KYC. If you
would like to hear more about our experience, or discuss some of the challenges you are currently facing, please
email info@beyondfs.co.uk or call +44 (0)203 637 4117.
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